Portas do Firewall utilizadas na
VideoConf

Essas portas precisam estar liberadas no firewall com destino os IPs: 45.236.121.15 e

45.236.121.16.

Field Port UDP/TCP Effect
2 TCe SSH port
80 CP HTTP port
System 443 TCP HTTPS part
514 upe SYSLOG port
514 P SYSLOG port
5060 TCe SIP port
5060 upp SIP port
i 5061 P SIP port
<087 Tce Skype for Business
local listening port
3478 uoP STUN port
Field Port UDP/TCP Effect Tum server
3479 upe STUN port
n TURN Rela rt
9P | 38000-49999 uoP e ee ey Broadcasting server
Media Proxy port broadcast | 3688 Tcp eccasting s
listening port
MCU conference service
50000-60000 une t WebRTC listening
po WebRTC | 442 TCp
H.245/Q931 port port
30000-39999 TCP Q931 po H.323 H.225 listening port
(H.323 gateway) 1720 TCcP
¥ (TcP)
H.24 H. "
2000024999 TCP 245 port 323 1718 UDP RAS broadcasting
gatekeeper) listening port
931 port (H.323 i
25000~29999 TCP Q . port ( 1719 uop RAS listening port
gatekeeper) H323 |97 TCP H.225 listening port
Media f i
edia forwarding gatekeeper e o H460.19 RTP
15000-~19999 UDP port (H.323 Multiplex port
gatekeeper) H460.19 RTCP
Skype for Business a7 or Multiplex port
60000~65000 UDP and TCP )
server media port Media/Signali | 30000-37999 UDP IVR+BFCP port
Revision #1

Created 16 March 2020 16:36:27 by WENDEL MARCOS DOS SANTOS
Updated 16 March 2020 16:39:24 by WENDEL MARCOS DOS SANTOS


https://manuais.ifsp.edu.br/uploads/images/gallery/2020-03/firewall.png

