Como emitir e gerar o
certificate request

Gerar o certificado

Criar Diretério: mkdir ~/domain.com.ssl
Gerar RSA: openssl genrsa -out ~/domain.com.ssl/domain.com.key 2048

Gerar CSR: openssl req -new -sha256 -key ~/domain.com.ssl/domain.com.key -out
~/domain.com.ssl/domain.com.csr

Exemplo

Criar Diretério: mkdir ~/jcr2.ifsp.edu.br.ssl
Gerar RSA: openssl genrsa -out ~/jcr2.ifsp.edu.br.ssl/jcr2.ifsp.edu.br.key 2048

Gerar CSR:
openssl req -new -sha256 -key ~/jcr2.ifsp.edu.br.ssl/jcr2.ifsp.edu.br.key -out
~/jcr2.ifsp.edu.br.ssl/jcr2.ifsp.edu.br.csr

As seguintes perguntas serao feitas (respostas abaixo):

You are about to be asked to enter information that will be incorporated into your certificate
request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:BR

State or Province Name (full name) [Some-State]:SP

Locality Name (eg, city) []:Sao Paulo

Organization Name (eg, company) [Internet Widgits Pty Ltd]:INSTITUTO FEDERAL DE EDUCACAO,
CIENCIA E TECNOLOGIA DE SAO PAULO

Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:jcr2.ifsp.edu.br



Email Address []:

Please enter the following 'extra' attributes to be sent with your certificate request
A challenge password []:

An optional company name []:

Apds gerar e enviar o CSR para a Reitoria, vocé deverda baixar os novos certificados intermediate

e root a partir do LINK
Para fins de registro, segue abaixo o contetudo dos arquivos:

intermediate.pem

MIIETjCCAzagAwIBAgINAe5fIh38YjvUMzqFVzANBgkqhkiGOwOBAQsFADBMMSAWHGYDVQQLEXAH
bG9iYWxTaWduIFJvb3QgQOEgLSBSMzETMBEGALUEChMKR2xvYmFsU21nbj ETMBEGAIUEAXMKR2xVv
YmFsU21nbjAeFwOxODExMjEwMDAwWMDBaFwOyODExXMj EwMDAWMDBaMFAXCzAJBgNVBAYTAKJFMRKkw
FwYDVQQKEXBHbGI1iYWxTaWduIG52LXNhMSYwJAYDVQQDEX1HbGIiYWxTaWduIFJITQSBPViBTUOWg
QOEgMjAxODCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKdaydUMGCEAI9WXD+uu3Vxo
a2uPUGATeoHL1+60imGUSYZ59gSnKvuk21a77qCk8HuKf1UfR5NhDW5xUTo1JAgvjOH31idaSz6+z
pz8w7bXfIa7+9UQX/dhj2S/TgVprX9NHsKzyqzskeU8fxy7quRU6fBhMab01IFkIXinDY+YuRluq
1IBIDrnw9UghCS98NE3QVADFB1V5Bs6i0BDXSEPouVqllVWOMdIbPYa+oewNEtssmSStR8JIVA+Z6
cLVwzMONLKWMjsIYPILILnNvBhBWkOCqo8VS++XFBdZpaFwGue5RieGKDKkFNm5KQConpFmvv73W+
eka440eKHRwupO8CAWEAAaOCASkwggE LMA4GA1UdDWEB/wQEAWIBhjASBgNVHRMBAf8ECDAGAQH/
AgEAMBOGA1UdDgQWBBT473/yzXhngN5vjySNiPGHAWKz6zAfBgNVHSMEGDAWGBSPSEt/qC5FIK5N
UPpjmove4t0ObvDA+BggrBgEFBQcBAQQyMDAwLgYIKwYBBQUHMAGGImMhOAHAGLY9VY3NwMi5SnbG9i
YWxzaWduLmNvbS9yb290cjMwNgYDVROfBC8wLTAroCmgJ4YlaHROcDovL2NybC5nbG9iYWxzaWdu
LmNvbS9yb290LXIzLmNybDBHBgNVHSAEQDA+MDwWGBFUdIAAWNDAYBgg rBgEFBQcCARYmaHROCHM6
Ly93d3cuz2xvYmFsc21lnbi5jb20vcmVwb3NpdG9yeS8wDQYIKoZIhvcNAQELBQADggEBAImMQyC1f
QorUC2bbmANzEdSIh1IoU4r7rd/9c446ZwTbwlMUcBQJfMPg+NccmBqixD7b6QDjynCy8SIwIVbb
0615X0FYC20UgDX1b10d65pHBT9ZjQCxQNgQmIYaumxtf4z1s4DfjGRzNpZ5eW106r/4ngGPoJVp
jemEuun11Ig423g7mNA2eymwOTIYKN5SQwCuaifIFJ6GlazhgDEwfpolu4usBCOmmQDo8dIm7A9+
040rkjgTHY+GzYZSR+YOfFukAj6KYXwidINalFMzhriSqHKvoflShx8xpfywgVcvzfTO3PYkz6f1
NJBonf6g8amaEsybwMbDgKWwIX7eSPY=

gs_root.pem


https://drive.ifsp.edu.br/s/3EAWWRA9P8kEFrI

MIIETjCCAzagAwIBAgINAe5fFp3/1zUrzGXWajANBgkqhkiGO9wOBAQsFADBXMQswCQYDVQQGEwIC
RTEZMBcGA1UEChMQR2xvYmFsU21nbiBudilzYTEQMA4GA1IUECXMHUM9vdCBDQTEbMBkGA1IUEAXMS
R2xvYmFsU21nbiBSb290IENBMB4XDTE4AMDkx0TAwWMDAwWMFoXDTI4MDEYODEyMDAWMFowTDEgMBA4G
A1UECXMXR2xvYmFsU21nbiBSb290IENBICOgUjMxEzARBgNVBAoTCkdsb2IhbFNpZ24xEzARBgNV
BAMTCkdsb2JhbFNpZ24wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQDMIXaQeQZ4Ihbl
wI02hMoonvOFdhHFrYhy/EYCQ8eyipOEXyTLLkvhYIJG4VKrDIFHcGzdZNHr9SyjD4I9DCuul9e?
FIYQebs7E4B3jAjhSdJlqYi8fXvgwWaN+JI5U4nwbXPsnLJ1kNc96wyOkmDoMVxu9bi9IEYMpJpij2
aTv2y8gokeWdimFXN6xOFNx04Druci8unPvQu7/1PQDhBjPogiuuU6Y6FNOM3UEQIDrAtKeh6bJP
kC4yYO1Xy7kEkmho5TgmYHWyn3f/kRTvriBJ/K1AFUjRAjFhGV641++td7dkmng/X8ET75ti+wls
4FRpFqkD2m7pg5NxdsZphYIXAgMBAAGjggEiMIIBHjAOBgNVHQ8BAT8EBAMCAQYwDWYDVROTAQH/
BAUwAwWEB/zAdBgNVHQ4EFgQUj /BLf6guRSSUTVD6Y5qL3uLdG7wwHWYDVRO jBBgwFOoAUYHtmGKUN
18qJUC99BMOOP/8/UswPQYIKwYBBQUHAQEEMTAVMCOGCCsGAQUFBzABhiFodHRwOi8vb2NzcC5n
bG9iYWxzaWduLmNvbS9yb290cjEwMwYDVROfBCwwKjAooCagJlIYiaHROcDovL2NybC5nbG9iYWxz
aWduLmNvbS9yb290LmNybDBHBgNVHSAEQDA+MDwGBFUdIAAWNDAYBggrBgEFBQcCARYmaHROCHM6
Ly93d3cuz2xvYmFsc21lnbi5jb20vcmVwb3NpdG9yeS8wDQYIKoZIhvcNAQELBQADgGEBACNwW6GC/ 1
vvVZrpRCb8RDM6rNPzq5ZBfyYgZLSPFA1IAYX0of6rOV88xjPy847dHX0+zBpgmYILrMf8fpgHKqV9
D6ZX7qw7aoXW3rlAY/itpsiIsBL89kHTDwmXHjjquU5++BfQ+6t0fUBJ2vgmLwgtIfR4uUfaNU90r
HOAbio7tfftPeVZwXwzTjhuzp3ANNyuXlava4BIrHEDOxcd+7cJiW0x37XMiworlhkOIreoTbv3Y
/kIvuXlerRjv1JIDKPSerJpSZdcfLO3v3ykzTrlEhKkTuEfSufFT90y1HonoMOFm8b50b0I7355KKL
0jlrgnkckSziYSQtjipIcIDEHsX04HA=

A secao abaixo foi mantida por motivos de historico, caso os certificados
intermedidrio e root acima nao funcionem corretamente para vocé, vocé pode
tentar estes abaixo.

Apods gerar e enviar o CSR para a Reitoria, vocé devera baixar o novo certificado intermediate e

root no site do ICPEdu: LINK

Para facilitar, segue os links de download tirados do site:

"gs_root.pem" LINK DE DOWNLOAD

"intermediate.pem" LINK DE DOWNLOAD

Certificados emitidos a partir de 27/11/2020 devem obrigatoriamente utilizar o novo "
intermediate.pem" citado acima.



https://ajuda.rnp.br/icpedu/cc/download-de-certificados-ac
https://firebasestorage.googleapis.com/v0/b/gitbook-28427.appspot.com/o/assets%2F-M8HGA_V142FchYfao1O%2F-M8p7vwh-bsF9d0ioRVN%2F-M8pF6_OmtWFaQyk5Por%2Fgs_root.pem?alt=media&token=aca5a557-760a-43a7-806b-e1cf5aa9f23a
https://firebasestorage.googleapis.com/v0/b/gitbook-28427.appspot.com/o/assets%2F-M8HGA_V142FchYfao1O%2F-MNyYXcs2FpbRNslso-v%2F-MO1qCsadHlDNVq-TIoT%2Fintermediate.pem?alt=media&token=c569067f-6345-46b8-9f26-7b3076b99ef7

Para fins de registro, segue abaixo o conteldo dos arquivos:

gs_root.pem

MIIDXzCCAkegAwIBAgILBAAAAAABIVhTCKIWDQYJKoZIhvcNAQELBQAWTDEgMB4G
ATUECXMXR2xvYmFsU21nbiBSb290IENBICOgUjMxEzARBgNVBAoTCkdsb2JIhbFNp
Z24xEzARBgNVBAMTCkdsb2JhbFNpZ24wHhcNMDkwMzE4MTAwWMDAwWWhCNMj kwMzE4
MTAwMDAWWJj BMMSAwWHgYDVQQLEXxdHbG9iYWxTaWduIFJvb3QgQOEgLSBSMzETMBEG
ALIUEChMKR2xvYmFsU21nbjETMBEGA1UEAXMKR2xvYmFsU21nbjCCASIwDQYJKoZI
hvcNAQEBBQADggEPADCCAQoCggEBAMwldpB5BngiFvXAg7aEyiie/QV2EcWtiHL8
RgJIDx7KKnQRfIMsuS+FggkbhUqsMgUdwbN1k@ev1LKMPgjOMK66X17YUhhB5uzZST
gHeMCOFJOmpilx9e+pZ0o34kn1TifBtc+ycsmWQlz3rDI6SYOgxXG71uLOgRgykmm
KPZp0/bLyCiR5Z2KYVc3rHQU3HTgOu5SyLy6c+9C7v/U9AOEGM+iCK65TpjoWcdzd
0Q49g0sCOp6Hpsk+QLjIg6VfLUQSSaGj10CZgdbKfd/+RFO+UIEN8 rUAVSNECMWEZ
XriX7613t2Saer9fwRPvm2L7DWzgVGkWgQPabumDk3F2xmmFghcCAwWEAAaNCMEAw
DgYDVROPAQH/BAQDAgEGMA8GAIUJEWEB/wQFMAMBAT8WHQYDVROOBBYEFI/WS3+0
LkUkrk1Q+m0ai97i3Ru8MAGGCSqGSIb3DQEBCWUAA4IBAQBLQNVAUKr+yAzv95ZU
RUm71gAJQayzE4aGKAczymvmdLm6AC2upArT9fHxD4q/c2dKg8dEe3jgr25sbwMp
7 JM5Rc005L1XbKr8EpbsU8Yt5CRsuZRj+9xTaGdWPo04zzUhw81lo/s7awl0qzJCK
6fBdRoyV3XpYKBovHd7NADdBj+1EbddTKJId+82cEHhXXipa®0@95MI6RMG3NzdvQX
mcIfeg7jLQitChws/zyrVQ4PkX4268NXSb7hLi18YIvDQVETI5309zJr1AGomecs
Mx860yXShkDOOyyGeM1hLxS67ttVb9+E7gUITb002HL002JQZR7 rkpeDMdmztcpH
WDOf

MIIE+DCCA+CgAwIBAQIQd70NrbPiwI2vSwhjGuic4DANBgkqhkiGOwOBAQsFADBQ
MQswCQYDVQQGEwJCRTEZMBCcGA1UEChMQR2xvYmFsU21nbiBudilzYTEmMMCQGA1UE
AxMdVHJI1c3R1ZCBSb290IFRMUYyBDQSBTSEEYNTYgRzMwHhcNMj AwNzA1IMDAWMDAwW
WhcNMj YwNTE1MDAWMDAWWj BKMQswCQYDVQQGEwJCUj EXMC8GALUEChMoUmVkZSBO
YWNpb25hbCBkZSBFbnNpbm8gZSBQZXNxdW1zYSAtIFJOUDEiMCAGA1IUEAXMZUk5Q
TETDUEVKdSBPViBTUOwgQOEgMjAXOTCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCC
AQoCggEBAKXy0aVSFMG4AXgSL50DnUPqls7zPalFuik4KqTfSTaz1Q7ucOLl++mg
y+a0QsNCgunY3fXTwWmKMZABj4+K50CzyNIuaAZdG7VN4+euIWrHS6MDycpR31R/
0z7R1e0bxv7mvEUBXoP/UIicYuM3jerIVCg6Ms fvA9Zf96wW+AySwEmmGwhmNLST
ULWKFLYZzrxNoirAfgSFqOveSE4tjrpFuluZzYj/E587tpT14sPklK8iuQmbfe323d
sZ9kUKgAOjTnaFH3S1xaKAYsHH10Alcond2TDneTAdU1B6fvfKHc81WcGL1luzag
Xy80toMTjLLAIMusMeGLKchPwUvHy rcCAwEAAaOCAbgwggGOMA4GA1UdDwWEB/wQE



AwIBhjAdBgNVHSUEF jAUBgg rBgEFBQCDAQYIKwYBBQUHAWIWEGYDVROTAQH/BAgwW
BgEB/wIBADAdBgNVHQ4EFgQUqzDHBYyhLy3q0OW/5haffUerKFmOgwHwYDVROjBBgw
FoAU3k/X3SeulX9YgeEsR6wjt827V+8wgZMGCCsGAQUFBWEBBIGGMIGDMDKGCCsG
AQUFBzABhilodHRw0i8vb2NzcC5nbG9iYWxzaWduLmNvbS90cnVzdHIvb3RObHNZ
aGEyZzMwRgYIKwYBBQUHMAKGOmMhOdHA6LY9zZWN1cmUuZ2xvYmFsc2lnbi5jb20v
Y2FjZXJOL3RydXNOcm9vdHRs c3NoYTInMy53jcnQwQQYDVROfBDowODA20DSgMoYw
aHROcDovL2NybC5nbG9iYWxzaWduLmNvbS90cnVzdHIvb3RObHNzaGEyZzMuY3Js
MFYGA1UdIARPMEOWQQYJKwYBBAGgMgEUMDQwMgYIKwYBBQUHAgQEWImMhOdHBZz0i8v
d3d3Lmdsb2JhbHNpZ24uY29tL3J1cG9zaXRvcnkvMAgGBmeBDAECAjANBgkghkiG
9wOBAQsFAAOCAQEAof/6KIQsQwsczUZDIrQQD1RpIMQd fh2QqWQ7SXdR1zxKiSgM
QvvJan2LhxfHW8v4gViMDQayixxTF6P6rrj58NU8 1BHVWSORtWCvn1Dit1908xyY
vecmxAuBTJhpF1DycyGBn41Dsg7cAUKuYQSySESaOm10P1aHKA1LyL95FUNbCyx7
PACTfMdbvIqGvzspH/WV4N8he97btZqBsPCj LINMhtNV1fjMB8OwVbGRBtDCEURG7
VOACkZGeJej00/HWsONdW76g4YhIEsnmQXJRSND6mTWpaQv2 fRV1K4Z0Ox4Xtoxy9
iHifx41Q834r5XErkk8c0OU6H4mRQy1lhLr+0bog==

MIIEqTCCA5GGAWIBAGIQd70ONdT8UGWAb1U4KAKRGdjANBgkqhkiGOwOBAQsFADBM
MSAwHgYDVQQLExdHbG91iYWxTaWduIFJvb3QgQOEgLSBSMzETMBEGA1IUEChMKR2xVv
YmFsU21nbj ETMBEGALUEAXMKR2xvYmFsU21nbjAeFwOyMDA3MDUwMDAWMDBaFwOy
NzAOMjUXxMTAwWMDBaMFAxCzAJBgNVBAYTAkJFMRkwFwYDVQQKEXBHbG1YWxTawWdu
IG52LXNhMSYwJAYDVQQDEx1UcnVzdGVkIFIvb3QgVEXTIENBIFNIQTI1INiBHMzCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKXRe6ZnoR+4xcoJL/S5vx1D
gMMe4LCFB+zMMOCi5stfYUTfK6bBgilYKilk42F85z501eLKUfj4ycGfnalVLdSs]
waP1HMlobr2xBMiH9+qlKgyWuilv8KRv+IhdPaxRojgLLM4j 1PLTHvqvorcmGHQL
xOwi2VM8Grqf+cdkhYXHGTBRVBLhAOTAhgoWTVzrwTZ6MtAPaCATI+gcSVQHWILL
XM7xVQukmUwMMpp1mix fKbmIv+DETaMk90+kt5R4nPLt7M81US1CaezdivbKvvnL
4Wnc7nXzRC/NNLtuWs+61154Yj4a9IB190GBrInMm673GanbB1lr8IuZoROKdGakC
AWEAAaOCAYEwggFIMA4GA1UdDWEB/WQEAWIBhjAdBgNVHSUEF j AUBgg rBgEFBQCD
AQYIKwYBBQUHAwIwWDwWYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQU3k/X3SeulX9Y
geEsR6wj t8Z7V+8wHwYDVROjBBgwFoAUj /BLT6QURSSUTVD6Y5qL3uLdG7wwegY I
KwYBBQUHAQEEb jBsMCOGCCsGAQUFBzABhiFodHRw0i8vb2NzcC5nbG9iYWxzaWdu
LmNvbS9yb290cjMwOwYIKwYBBQUHMAKGL2hOdHAGLY9ZzZWN1cmUuZ2xvYmFsc21ln
bi5jb20vY2FjZXJ0L3Jvb3QtcjMuY3JOMDYGA1UdHWQVMCOWK6APoCeGIWhOdHAG
Ly9jcmwuZ2xvYmFsc21lnbi5jb20vcm9vdClyMy5j cmwwRwYDVROgBEAWP jABBgRV
HSAAMDQwMgY IKwYBBQUHAgQEWImhOdHBZz0i8vd3d3Lmdsb2JhbHNpZ24uY29tL3J1
cG9zaXRvcnkvMABGCSqGSIb3DQEBCWUAA4IBAQAWBOVB] tYaLZ+QvyJta++B4k8B
DklbV6XCiJaapjYbZoHssAMd40+GDr24ROMOmm83sWLdo4gOuNlEwhSVyezr42E]
2QBLZEJSZwHnMpfPddc2mlZ5gMN6PECZ rz4W+t2xmSg0YQiluIHIiDAoSm4/eppe
8/SLCLITYk/mgF5FfnmNDeOhDE+e836583RyaVzLxTh13ZfDSCw2WWglSbrXhewg



ydDeEOMWtqgeQj LrTmVX/UwFutWPc4W+v8xZ9KT3vcpG4PZd3ZHOGnckeNjBcFiAi
dXm4Aymp9y9XHFASTFfHPH3UMMR7WIVc+iboT/14t1K9n20ASL1iJjPaACGnpU
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