Certificados SSL

Documentacodes sobre os certificados SSL utilizados no ambiente do IFSP.

e Como emitir e gerar o certificate request

e Gerando certificados com o LetsEncrypt



Como emitir e gerar o
certificate request

Gerar o certificado

Criar Diretério: mkdir ~/domain. com. ssl
Gerar RSA: openssl genrsa -out ~/domain. com. ssl1/domain. com. key 2048

Gerar CSR: openssl req -new -sha256 -key ~/domain. com. ssl/domain. com. key -out
~/domain. com. ssl/domain. com. csr

Exemplo

Criar Diretério: mkdir ~/jcr2.ifsp. edu. br. ssl
Gerar RSA: openssl genrsa -out ~/jcr2.ifsp. edu. br.ssl/jcr2. ifsp. edu. br. key 2048

Gerar CSR:
openssl req -new -sha256 -key ~/jcr2. ifsp. edu. br.ssl/jcr2. ifsp. edu. br. key -out
~/jcr2. ifsp. edu. br. ssl/jcr2. ifsp. edu. br. csr

As seguintes perguntas serao feitas (respostas abaixo):

You are about to be asked to enter information that will be incorporated into your certificate
request.

What you are about to enter is what is called a Distinguished Name or a DN

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [ AU]:BR

State or Province Name (full name) [Some-State]: SP

Locality Name (eg, city) []:Sao Paulo

Organization Name (eg, company) [Internet Widgits Pty Ltd]: INSTITUTO FEDERAL DE EDUCACAOQ,
CIENCIA E TECNOLOGIA DE SAO PAULO

Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:jcr2.ifsp. edu. br

Email Address []:



Please enter the following 'extra' attributes to be sent with your certificate request
A challenge password []:

An optional company name []:

Apés gerar e enviar o CSR para a Reitoria, vocé deverd baixar os novos certificados intermediate

e root a partir do LINK
Para fins de registro, segue abaixo o contelddo dos arquivos:

intermediate.pem

MIIETjCCAzagAwIBAgINAe5fIh38YjvUMzqF VzANBgkqghkiGIwOBAQsFADBMMSAwHgYDVQQLE xdH
bG9iYWxTaWduIFJvb3QgQOEgLSBSMzE TMBEGALUEChMKR2xvYmFsU21nbjETMBEGALUE AXMKR2 xv
YmFsU21nbj AeF wOxODE xMj EwMD AwMDBaF wOyODE xMj EwMD AwMDBaMF AxCz AJBgNVBAYTAk JF MRk w
FwYDVQQKE xBHbG91 YWxTaWduIG52L XNhMSYwJAYDVQQDEx1HbG91iYWxTaWduIFJTQSBPViBTUOwg
QOEgMj AXODCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKdaydUMGCEAI QWXD+uu3Vxo
a2uPUGATeoHL1+60imGUSyZ59gSnKvuk21a77qCk8HuKf1UfR5NhDW5xUTolJAgv]jOH31idaSz6+z
pz8w7bXfIa7+9UQX/dhj2S/TgVpr X9NHsKzyqzskeU8fxy7quRU6fBhMab01IFkJIXinDY+YuRluq
1IBIDrnw9UghCS98NE3QVvADFB1V5Bs61i0BDXSEPouVqllVWOMAIbP Ya+oewNEtssmSStR8IVA+Z6
cLVwzMONLKWM]j sIYPJILILnNvBhBWkOCqo8VS++XFBdZpaF wGue5RieGKDkFNm5KQConpFmvv73W+
eka440eKHRwup08CAWE AAa0OCASkwggE LMA4GA1UdDWEB/wQEAwIBhj ASBgNVHRMBAT8ECDAGAQH/
AgEAMBOGA1UdDgQWBBT473/yzXhngN5vj ySNiPGHAwWKz 6z AfBgNVHSME GDAWgBSP8Et/qC5F JK5N
UPpjmove4tObvDA+Bggr BgEFBQCcBAQQYMDAWL g YIKwYBBQUHMAGGImhOdHAGL y9vY3NwMi5nbGoi
YWxzaWduLmNvbS9yb290cjMwNgYDVROFBC8wWL TAroCmgJ4YlaHROcDovL2NybC5nbG91iYwWxzaWdu
LmNvbS9yb290L XIzLmNybDBHBgNVHSAEQD A+MDwWGBFUdI AAWNDAyBggr BgEFBQcCARYmaHROCHM6
Ly93d3cuz2xvYmFsc2lnbi5jb20vcmVwb3NpdG9yeS8wDQYIKoZIhvcNAQELBQADGgEBAIMQyC1f
QorUC2bbmANzEdSIh1lIoU4r7rd/9c446ZwTbwlMUcBQJIfMPg+NccmBgqixD7b6QDjynCy8SIwIVbb
0615XoF YC20UgDX1b10d65pHBT9Zj QCxQNgQmI Yaumxtf4z1s4DfjGRzNpZ5eWL06r /4ngGPoJVp
jemEuunl1Ig423g7mNA2eymwO LI YKN5SQwCuaifIFJ6GlazhgDEwfpolu4usBCOmmQDo8dIm7 A9+
040rkjgTHY+Gz YZSR+YOfFukAj 6KYXwidlNalFMzhriSqHKvofl1Shx8xpfywgVcvzfTO3PYkz6f1i
NJBonf6g8amaEsybwMbDgKWwI X7eSPY=

MIIETjCCAzagAwIBAgINAe5fFp3/1zUrZGXWaj ANBgkghkiGOwOBAQsFADBXMQswCQYDVQQGEwIC


https://drive.ifsp.edu.br/s/3EAWWRA9P8kEFrI

RTEZMBcGALUEChMQR2xvYmFsU21lnbiBudilz YTEQMA4GALUECXMHUM9vdCBDQTEbMBK GALUE AXMS
R2xvYmFsU21nbiBSb290IENBMB4XDTE4MDk x0 TAwWMD AwMF o XDTI 4MDE yODE yMD AwMF owTDEgMB4G
ALUECXMXR2xvYmFsU21nbiBSh290IENBICOgU]jMxEz ARBgNVBA0oTCkdsb2JhbFNpZ24xEz ARBgNV
BAMTCkdsb2JhbFNpZ24wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQDMIXaQeQZ4Ihbl
wI02hMoonvOFdhHFr Yhy/EYCQ8eyipOEXyTLLKkvhYIJG4VKrDIFHcGzdZNHr 9SyjD4I9DCuul9e?2
FIYQebs7E4B3jAjhSdJIqYi8fXvgqWaN+JJI5U4nwb XPsnLITkNc96wyOkmDoMVxu9bi9IEYMpJIpij2
aTv2y8gokeWdimFXN6xOFNxO4Druci8unPvQu7/1PQDhBjPogiuulU6Y6FNnOM3UEOIDr AtKeh6bJP
kC4yYOlXy7kEkmho5TgmYHWyn3f/kRTvriBJ/K1AFUjRAjFhGV641++td7dkmnq/X8ET75ti+wls
4FRpFgkD2m7pg5Nxds Zph YI XAgMBAAG] ggEiMIIBHj AOBgNVHQ8BAT8EBAMCAQYWDWYDVROTAQH/
BAUwWAWEB/z AdBgNVHQ4EF gQUj /BLT6guRSSuTVD6Y5qL3uL dG7wwHwYDVROj BBgwF 0 AUYHtmGkUN
189JUC99BMOOgP/8/UswPQYIKwYBBQUHAQEEMTAVMCOGCCs GAQUFBzABhiFodHRw0i8vb2NzcC5n
bG91iYWxzaWduLmNvbS9yb290cjEwMwYDVROTBCwwKj AooCagJIYiaHROcDovL2NybC5nbG91YWxz
aWduLmNvbS9yb290LmNybDBHBgNVHS AE QD A+MDWGBFUAI AAWNDAyBggr BgEFBQc CARYmaHROCHMG
Ly93d3cuz2xvYmFsc2lnbi5jb20vcmVwb3NpdGOyeS8wDQYIKoZIhvcNAQELBQADggEBACNwWGC /1
vvVZrpRCb8RDM6rNPzq5ZBfyYgZLSPFAiAYXof6r0V88xjPy847dHx0+zBpgmYILrMf8fpgHKqV9
D6ZX7qw7aoXW3r1AY/itpsiIsBL89KHfDwmXHj jqU5++BfQ+6t0fUBJ2vgmLwgtIfR4uUfaNU90r
HOAbio7tfftPeVZwXwzTjhuzp3ANNyuXlava4BIrHEDOxcd+7cJiW0Ox37XMiwor1lhkOIreoThv3Y
/kIvuXlerRjvl1JIDKPSerJpSZdcfLO3v3ykzTr1EhKTUEfSufFT90y1HonoMOFm8b50b0I7355KKL
0jlrqnkckSziYSQtjipIcJDEHs Xo4HA=

A secao abaixo foi mantida por motivos de histdrico, caso os certificados
intermediario e root acima nao funcionem corretamente para vocé, vocé pode
tentar estes abaixo.

Apoés gerar e enviar o CSR para a Reitoria, vocé devera baixar o novo certificado intermediate e

root no site do ICPEdu: LINK

Para facilitar, seque os links de download tirados do site:
"gs_root.pem" LINK DE DOWNLOAD

"intermediate.pem" LINK DE DOWNLOAD

Certificados emitidos a partir de 27/11/2020 devem obrigatoriamente utilizar o novo "
intermediate.pem" citado acima.

Para fins de registro, segue abaixo o contetudo dos arquivos:


https://ajuda.rnp.br/icpedu/cc/download-de-certificados-ac
https://firebasestorage.googleapis.com/v0/b/gitbook-28427.appspot.com/o/assets%2F-M8HGA_V142FchYfao1O%2F-M8p7vwh-bsF9d0ioRVN%2F-M8pF6_OmtWFaQyk5Por%2Fgs_root.pem?alt=media&token=aca5a557-760a-43a7-806b-e1cf5aa9f23a
https://firebasestorage.googleapis.com/v0/b/gitbook-28427.appspot.com/o/assets%2F-M8HGA_V142FchYfao1O%2F-MNyYXcs2FpbRNslso-v%2F-MO1qCsadHlDNVq-TIoT%2Fintermediate.pem?alt=media&token=c569067f-6345-46b8-9f26-7b3076b99ef7

gs_root.pem

MIIDXzCCAkegAwIBAgQILBAAAAAABIVhTCKIWDQYJKoZIhvcNAQELBQAWTDEgGMBA4G
ALUECXMXR2xvYmFsU21nbiBSh290IENBICOgUjMxEzARBgNVBA0oTCkdsb2JhbFNp
Z24xEz ARBgNVBAMTCkdsb2JhbFNpZ24wHhcNMDk wMz E4MTAwWMD Awlwh cNMj k wMz E 4
MTAwMD AwWj BMMS AwHg YDVQQLE xdHbG91 YWxTaWduIF Jvb3QgQOEgLSBSMzE TMBEG
ALUEChMKR2xvYmFsU21lnbjETMBEGALUE AXMKR2xvYmFsU21nbjCCASIwDQYJKoZI
hvcNAQEBBQADggEPADCCAQoCggEBAMwLdpB5BngiFvXAg7aEyiie/QV2EcWtiHL8
RgIDx7KKnQRf IMsuS+FggkbhUgsMgUdwbN1kO@evlLKMPgjOMK66X17YUhhB5uzsT
gHeMCOFJOmpilL x9e+pZo34knlTifBtc+ycsmwWQ1lz3rDI6SYOgxXG71uLOgRgykmm
KPZp0/bLyCiR5Z2KYVc3rHQU3HTgOu5yLy6c+9C7v/U9AOEGM+iCK65TpjoWc4zd
QQ4g0s COp6Hpsk+QLj Ig6VFLUQSSaGj10CZgdbKFd/+RF0+uIEn8r UAVSNE CMWEZ
XriX7613t2Saer 9fwRPvm2L7DWzgVGkWqQPabumDk3F2xmmFghcCAwE AAaNCME Aw
DgYDVROPAQH/BAQDAgEGMA8GALUJEWEB/wQF MAMBAT8wHQYDVROOBBYEFI/wS3+0
LkUkrk1Q+m0ai971i3Ru8MAOGCSqGSIb3DQEBCWUAA4IBAQBLQNVAUKr +yAzv95ZU
RUm71gAJQayzE4aGKAczymvmdLm6AC2upAr T9fTHxD4q/c2dKg8dEe3jgr25sbwMp
j JM5Rc005L 1 XbKr8EpbsU8Yt5CRsuZRj+9xTaGdWPo04zzUhw8lo/s7awl0qzJCK
6fBdRoyV3XpYKBovHd7NADdBj +1EbddTKJId+82cEHh XXipa®B®95MI6RMG3NzdvQX
mcIfeg7jLQitChws/zyr VQ4PkX4268NXSb7hLi18YIvDQVETI5309zJr LAGomecs
Mx860yXShkDO0OyyGeMlhLxS67ttVb9+E7gUITb002HL002IQZR7rkpeDMdmz tcpH
wDof

MIIE+DCCA+CgAwIBAgIQd70NrbPiwI2vSwhjGuic4DANBgkghkiGO9wOBAQsFADBQ
MQswCQYDVQQGEwJCRTEZMBcGATUEChMQR2xvYmFsU21nbiBudilz YTEmMCQGALUE
AxMdVHJ1c3R1ZCBSb290IFRMUYBDQSBTSEEYNTYgRzMwHhcNMj AwNz A1MD AwMD Aw
WhcNMj YwNTE1MD AwMD AwWj BkMQs wCQYDVQQGEwJCUj EXMC8GALUEChMoUmVkZSBO
YWNpb25hbCBkZSBFbnNpbm8gZSBQZXNxdWlz YSAtIFJOUDEiMCAGALUEAXMZUK5Q
IE1DUEVkdSBPViBTUOwgQOEgMj AXOTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCC
AQoCggEBAKXy0aVSFMG4AXgSL50DnUPqls7zPalFuik4KqTfSTaz1Q7ucOL 1++mg
y+a0QsNCgunY3f XTwWmKMZABj 4+K50CzyNIuaAZdG7VN4+euIWrHS6MDycpR31R/
0z7R1e0Obxv7mvEUBXoP/UIicYuM3jerIVCg6MsfvA9Zf96whW+AySwEmmGwWhmNLST
ULWKFLYzr xNoir AfgSFqOveSE4tjrpFuluZYj/E587tpT14sPk1K8iuQmbfe323d
sZ9kUKgAOj TnaFH3S1xaKAYsHHLOAlcond2TDneTAdU1B6fvfKHc81WcGL1luzag
Xy80toMTjLLAIMusMeGLKchPwUvHyrcCAwE AAaOCAbgwggGOMA4GALUdDWEB/wQE
AwIBhjAdBgNVHSUEF j AUBggrBgEFBQcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgw



BgEB/wIBADAdBgNVHQ4EF gQUqzDHBYhLy3q0W/5haf fUer KFmOgwHWYDVROj BBgw
FoAU3k/X3Seul X9YgeEsR6wj t827V+8wgZMGCCs GAQUFBWEBBIGGMIGDMDkGCCsG
AQUFBzABhilodHRw0i8vb2NzcC5nbG9iYWxzaWduLmNvbS90cnVzdHIvb3RObHNZ
aGEyZzMwRgYIKwYBBQUHMAKGOmMhOdHAGLYy9zZWN1cmUuZ2xvYmFsc21lnbi5jb20v
Y2F jZXJOL3RydXNOcm9vdHRs c3NoYTInMy5j cnQwQQYDVROfBDowODA20DSgMoYw
aHROcDoVvL2NybC5nbG91YWxzaWduLmNvbS90cnVzdHIvb3RObHNzaGEyZzMuY3Js
MF YGALUdJI ARPMEOWQQYJKwYBBAGgMgEUMDQwMg YIKwYBBQUHAQEWImhOdHBz01i8v
d3d3Lmdsb2JhbHNpZ24uY29tL3J1cG9zaXRvcnkvMAgGBmeBDAECA] ANBgkghkiG
9wOBAQsFAAOCAQEAof /6KIQsQwsczUZDIrQQD1RpIMQdfh2QqWQ7SXdR1zxKiSgM
QvvJan2LhxfHW8v4gViMDQayixxTF6P6rrj58NU8TBHVWSORtWCvn1Dit1908xyY
vecmxAuBTJhpF1DycyGBn41Dsg7cAUKuYQSYySESaOm10P1aHKALLyL95FUNbCyx7
PACfMdbvIqGvzspH/WV4N8he97btZqBsPCj LINMhtNV1fjMB8OWVbGRBtDCEURG7
VOACkZGeJej00/HWs ONdW76g4 YhIEsnmQXIRSND6MTWpaQv2 fRVIK4ZOx4Xtoxy9
1Hifx41Q0834r5XErkk8c0OU6H4mMRQylhLr+Obog==

MITIEQTCCASGgAWIBAgIQd70NdT8uGWAb1U4KAKRGdj ANBgkghkiG9wOBAQsFADBM
MSAwHgYDVQQLEXxdHbG91YWxTaWduIFJvb3QgQOEgLSBSMzE TMBEGALUEChMKR2 XV
YmFsU21nbjETMBEGALUEAXMKR2xvYmFsU21nbj AeFwOyMDA3MDUwMD AwMDBaF wly
Nz AOMj UxMTAwMDBaMF AxCz AJBgNVBAYTAk JF MRk wF wYDVQQKE xBHbG91i YWx TaWdu
IG52LXNhMSYwJAYDVQQDEx1UcnVzdGVkIFJIvb3QgVEXTIENBIFNIQTI1INiBHMzCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKXRe6ZnoR+4xcoJL/S5vx1D
gMMe4LCFB+zMMOCi5stfYUfK6bBgilYKilk42F85z501eLKUfj4ycGfnaUVLdSs]
waP1HMlobr2xBMiH9+qlKgyWuilv8KRv+IhdPaxRojgLLM4j LPL1Hvgvor cmGHQL
x0wi2VM8Gr qf+cdkh YXHGTBRvBLhAofAhgoWTVzr wTZ6MtAPaCATI+gcSVQHWIOLL
XM7xVQukmUwMMpp1lmixfKbmIv+DETaMk90+kt5R4nPLt7M81US1CaezdivbKvvnL
4Wnc7nXzRC/NNLtuWs+61154Yj4a9IB190GBr InMm673GanbB1lr 8IuZoR0OKdGakC
AwWEAAaOCAYEwggF9MA4GALUdDwWEB/wQE AwIBhj AdBgNVHSUEF j AUBggr BgEFBQcD
AQYIKwYBBQUHAWIWDwWYDVROTAQH/BAUWAWEB/z AdBgNVHQ4EFgQU3k/X3SeulX9Y
geEsR6wj t8Z27V+8wHwYDVROjBBgwFoAUj /BLT6guRSSUTVD6Y5qL3uLdG7wwegYI
KwYBBQUHAQEEbjBsMCOGCCs GAQUFBz ABhiF odHRw0i8vb2NzcC5nbG91iYWxzaWdu
LmNvbS9yb290cjMwOWYIKwYBBQUHMAKGL2hOdHAGLY9zZWN1cmUuZ2xvYmFsc2ln
bi5jb20vY2FjZXJ0L3Jvb3QtcjMuY3JOMDYGALUdHWQVMCOWKEAP0oCeGIWhOdHAG
Ly9jcmwuzZ2xvYmFsc2lnbi5jb20vem9vdClyMy5j cmwwRwYDVROgGBEAWP j ASBgRV
HSAAMDQwMg YIKwYBBQUHAGEWImhOdHBz018vd3d3Lmdsb2JhbHNpZ24uY29tL3J1
cG9zaXRvcnkvMAOGCSqGSIb3DQEBCWUAA4IBAQAWBOVB] tYaLZ+QvyJta++B4k8B
DklbV6XCiJaapj YbZoHss AMd40+GDr24ROMOmm83sWLdo4gOuNlEwhSVyezr42E]
2QBLZEJSZwHnMpfPddc2mlZ5gMN6PECZr z4W+t2xmSg0YQiluIHIiDAoSm4/eppe
8/SLCLITYk/mgF5F fnmNDeOhDE+e836s83RyaVzLxTh13ZfDSCw2WWglSbr XheWg
ydDeEOmWtqeQj Lr TmVX/UwFutWPc4W+v8xZ9KT3vcpG4PZd3ZHOGNnckeNjBcFiAL



dXm4Aymp9y9XHF As TFTHPH3UMMR7WIVc+iboT/14t1K9n20ASLiJjPaACGnpU



Gerando certificados com o
LetsEncrypt

SO utilizado: Ubuntu 16.04 LTS - 18.04 LTS - 20.04 LTS - Demais Linux suportados pelo
acme.sh

Fonte para HAproxy Ubuntu: https://www.digitalocean.com/community/tutorials/how-to-

secure-haproxy-with-let-s-encrypt-on-ubuntu-14-04

Fonte para HAproxy CentOS: https://www.digitalocean.com/community/tutorials/how-to-

secure-haproxy-with-let-s-encrypt-on-centos-7

1. Introducao

Para a maioria dos necessidades de certificacao SSL, o IFSP recomenda a geracao de certificados
através da utilizacao do CertBot\Let's Encrypt.

Através do cliente do programa Let's Encrypt, o Certbot, podemos gerar certificados de forma
dinamica para os portais que utilizam SSL de forma segura e com renovacao automatizada.

2. Instalacao do software de aquisicao e renovacao
de certificados

2.1. CertBot\Let's Encrypt
2.1.2. UBUNTU

2.1.2.1. NGINX:

# /bin/bash
apt install letsencrypt && apt install python-certbot-nginx
mkdir /var/www/html/letsencrypt

chown www- data: www- data /var/www/html/letsencrypt

2.1.2.2. APACHE2:

# /bin/bash
apt install letsencrypt && apt install python-certbot-apache


https://www.digitalocean.com/community/tutorials/how-to-secure-haproxy-with-let-s-encrypt-on-ubuntu-14-04
https://www.digitalocean.com/community/tutorials/how-to-secure-haproxy-with-let-s-encrypt-on-ubuntu-14-04
https://www.digitalocean.com/community/tutorials/how-to-secure-haproxy-with-let-s-encrypt-on-centos-7
https://www.digitalocean.com/community/tutorials/how-to-secure-haproxy-with-let-s-encrypt-on-centos-7

mkdir /var/www/html/letsencrypt

chown www- data: www- data /var/www/html/letsencrypt

2.1.2.3. HAPROXY:

# /bin/bash
apt update && apt install certbot
mkdir /var/www/html/letsencrypt

chown www- data: www- data /var/www/html/letsencrypt

2.1.3. CentOS

2.1.3.1. APACHE?2

# /bin/bash
yum install epel-release mod ssl && yum install certbot python-certbot-apache mod ssl
mkdir /var/www/html/letsencrypt

chown apache: apache /var/www/html/letsencrypt

2.1.3.2. NGINX

# /bin/bash
yum install epel-release && yum install certbot-nginx
mkdir /var/www/html/letsencrypt

chown www- data: www- data /var/www/html/letsencrypt

2.1.3.3. HAPROXY

# /bin/bash

yum install epel-release && yum install certbot

2.2. Alternativa universal Linux - ACME.SH

Se vocé utiliza outro sistema operacional Linux ou somente nao quer utilizar o certbot vocé pode
utilizar o script acme.sh, ele tem uma lista extensa de compatibilidade de sistemas e no final ird
gerar os mesmos resultados, apesar de ser menos integrado ao sistema.

Mais detalhes no LINK

mkdir /var/www/html/letsencrypt
chown www- data: www- data /var/www/html/letsencrypt

curl https: //get. acme.sh | sh


https://github.com/acmesh-official/acme.sh

O comando ira baixar e instalar o software automaticamente.
Se estiver usando SSH faca uma nova conexao para ativar o comando

Feito isso vocé pode ativar o update automatico do script:

acme. sh --upgrade --auto-upgrade

3. Configuracao do VHost

3.1. CertBot\Let's Encrypt

Devemos alterar o arquivo vhost do site alvo para que hospede o arquivo de verificagcao do
dominio, este arquivo sera utilizado para verificacao da renovacao no futuro pelo Let's Encrypt.

No exemplo utilizaremos o vhost teste.ifsp.edu.br

3.1.1. VHost NGINX:

vi /etc/nginx/sites-available/teste. ifsp. edu. br

Insira as linhas abaixo:

location ~ /\. well-known/acme-challenge/ {
(pllow all;

root /var/www/html/letsencrypt;

try files $uri =404;

break;

O arquivo template do vhost ja esta atualizado com estas linhas
3.1.2. VHost Apache2 (Ubuntu) ou (CentQS):
vi /etc/apache2/conf-available/letsencrypt. conf

vi /etc/httpd/conf. d/letsencrypt. conf

Insira as linhas abaixo:



Alias /. well-known/acme-challenge/ " /var/www/html/letsencrypt/. well-known/acme-challenge/"
<Directory "/var/www/html/letsencrypt/">

AllowOverride None

Options MultiViews Indexes SymLinksIfOwnerMatch IncludesNoExec

Require method GET POST OPTIONS

</Directory>

Em seguida execute (Ubuntu):

a2enconf letsencrypt && systemctl reload apache2

No CentOS:

systemctl reload httpd

3.1.3. VHost HAproxy:

Bom, primeiro nao existe isto de VHost HAproxy, ele nao é um webserver, o que faremos
posteriormente é utilizar um mini servidor embutido no préprio certbot para hospedar o arquivo de
verificacao, chamado de "plugin standalone".

O plugin standalone fornece um meio simples de obter o certificado SSL, ele funciona a partir de
um peqgueno web-server embutido que permite que o CA da Let’s Encrypt se conecte a valide a
identidade do servidor antes de emitir o certificado.

O plugin standalone funciona na porta 80, portanto o servico do HAproxy deve estar
desabilitado antes de emitir um certificado, se ele também utilizar a porta 80, a renovacao
do certificado nao exige isto, como mostrado mais adiante.

3.2. ACME.SH

3.2.1. VHost NGINX:

Vocé pode seguir os mesmos procedimentos usados no certbot.

3.2.2. VHost Apache2:

Vocé pode seguir os mesmos procedimentos usados no certbot.

3.2.3. VHost HAproxy:

O principio de funcionamento é o mesmo, porém sera adaptado ao funcionamento do script acme,
que também possui um modo standalone com um pequeno webserver integrado.



4. Geracao do certificado

Antes de gerar o certificado se certifique de que ja criou as entradas relativas ao dominio no
DNS.

4.1. CertBot\Let's Encrypt

4.1.1. NGINX:

certbot --nginx -d teste. ifsp. edu. br

4.1.2. APACHE2:

certbot --apache -d teste. ifsp. edu. br

Este comando ird gerar o certificado e ird gravar o arquivo challenge na pasta "
/var/www/html/letsencrypt/.well-known/acme-challenge"

Na primeira execucao, o servidor ird fazer algumas perguntas, as respostas estao listadas a
seguir

root@IR- SLNX-PRX-nginx-002: ~# certbot --nginx -d teste. ifsp. edu. br

Saving debug log to /var/log/letsencrypt/letsencrypt. log
Plugins selected: Authenticator nginx, Installer nginx
Enter email address (used for urgent renewal and security notices) (Enter 'c' to

cancel): ctidocampus@ifsp. edu. br

Please read the Terms of Service at
https: //letsencrypt. org/documents/LE- SA- vl. 2- November-15-2017. pdf. You must
agree in order to register with the ACME server at

https: //acme- v02. api. letsencrypt. org/directory

Would you be willing to share your email address with the Electronic Frontier

Foundation, a founding partner of the Let's Encrypt project and the non-profit



organization that develops Certbot? We'd like to send you email about our work
encrypting the web, EFF news, campaigns, and ways to support digital freedom
(Y)es/(N)o: N

Obtaining a new certificate

Performing the following challenges

http-01 challenge for teste. ifsp. edu. br

Waiting for verification..

Cleaning up challenges

Deploying Certificate to VirtualHost /etc/nginx/sites-enabled/teste. ifsp. edu. br

Please choose whether or not to redirect HTTP traffic to HTTPS, removing HTTP access
1: No redirect - Make no further changes to the webserver configuration.

2: Redirect - Make all requests redirect to secure HTTPS access. Choose this for
new sites, or if you're confident your site works on HTTPS. You can undo this

change by editing your web server's configuration

Select the appropriate number [1-2] then [enter] (press 'c' to cancel): 1

Congratulations! You have successfully enabled https: //teste. ifsp. edu. br

You should test your configuration at:

https: //www. ssllabs. com/ssltest/analyze. html?d=teste. ifsp. edu. br

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at
/etc/letsencrypt/live/teste. ifsp. edu. br/fullchain. pem
Your key file has been saved at:
/etc/letsencrypt/live/teste. ifsp. edu. br/privkey. pem
Your cert will expire on 2020-01-28. To obtain a new or tweaked
version of this certificate in the future, simply run certbot again
with the "certonly" option. To non-interactively renew *all* of
your certificates, run "certbot renew"

- Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will

also contain certificates and private keys obtained by Certbot so



making regular backups of this folder is ideal.

- If you like Certbot, please consider supporting our work by

Donating to ISRG / Let's Encrypt: https: //letsencrypt. org/donate
Donating to EFF: https: //eff. org/donate- le

Feito! O Certbot automaticamente vai acessar o arquivo vhost do dominio e fara as alteracdes
necessarias para incluir os novos certificados nele.

Nao se esqueca de verificar os arquivos vhost em busca de algo que possa ter permanecido
como lixo.

4.1.3. HAPROXY

Para que o médulo standalone funcione no HAProxy durante a geracao do certificado, o HAProxy
deve ser desligado momentaneamente:

systemctl stop haproxy

Em seqguida ja podemos gerar o certificado

certbot certonly --standalone --preferred-challenges http --http-01l-port 80 -d

teste. ifsp. edu. br

E religar o servico:

systemctl start haproxy

Em seguida configure o certificado gerado no HAproxy e aproveite para configurar o
redirecionamento dos pedidos de renovacao para o pequeno webserver do certbot (mddulo
standalone), para isto, registramos abaixo uma configuracao de exemplo completa (e editada de
forma genérica) utilizada em um servidor HAproxy do IFSP, mostrada abaixo.

Esta alteracdo ird redirecionar o médulo standalone para a porta 54321, possibilitando assim
a renovacao com o servigo do HAProxy ligado.

global
log /dev/log localo
log /dev/log locall notice
chroot /var/lib/haproxy

stats socket /run/haproxy/admin. sock mode 660 level admin expose-fd listeners



stats timeout 30s
user haproxy
group haproxy

daemon

# Default SSL material locations
ca-base /etc/ssl/certs

crt-base /etc/ssl/private

ssl-default-bind- ciphers ECDHE- ECDSA- AES128- GCM- SHA256: ECDHE- RSA- AES128- GCM-
SHA256: ECDHE- ECDSA- AES256- GCM- SHA384: ECDHE- RSA- AES256- GCM- SHA384: ECDHE- ECDSA- CHACHA20-
POLY1305: ECDHE- RSA- CHACHA20- POLY1305: DHE- RSA- AES128- GCM- SHA256: DHE- RSA- AES256- GCM- SHA384: DHE-
RSA- CHACHA20- POLY1305: ECDHE- ECDSA- AES128- SHA256: ECDHE- RSA- AES128- SHA256: ECDHE- ECDSA- AES128-
SHA: ECDHE- RSA- AES128- SHA: ECDHE- ECDSA- AES256- SHA384: ECDHE- RSA- AES256- SHA384: ECDHE- ECDSA- AES256-
SHA: ECDHE- RSA- AES256- SHA: DHE- RSA- AES128- SHA256: DHE- RSA- AES256- SHA256: AES128- GCM- SHA256: AES256-
GCM- SHA384: AES128- SHA256: AES256- SHA256: AES128- SHA: AES256- SHA: DES- CBC3- SHA

ssl-default-bind-options no-sslv3 no-tls-tickets

ssl-default-server-ciphers ECDHE-ECDSA- AES128- GCM- SHA256: ECDHE- RSA- AES128- GCM-
SHA256: ECDHE- ECDSA- AES256- GCM- SHA384: ECDHE- RSA- AES256- GCM- SHA384: ECDHE- ECDSA- CHACHA20-
POLY1305: ECDHE- RSA- CHACHA20- POL Y1305: DHE- RSA- AES128- GCM- SHA256: DHE- RSA- AES256- GCM- SHA384: DHE-
RSA- CHACHA20- POLY1305: ECDHE- ECDSA- AES128- SHA256: ECDHE- RSA- AES128- SHA256: ECDHE- ECDSA- AES128-
SHA: ECDHE- RSA- AES128- SHA: ECDHE- ECDSA- AES256- SHA384: ECDHE- RSA- AES256- SHA384: ECDHE- ECDSA- AES256-
SHA: ECDHE- RSA- AES256- SHA: DHE- RSA- AES128- SHA256: DHE- RSA- AES256- SHA256: AES128- GCM- SHA256: AES256-
GCM- SHA384: AES128- SHA256: AES256- SHA256: AES128- SHA: AES256- SHA: DES- CBC3- SHA

ssl-default-server-options no-sslv3 no-tls-tickets

# curl https: //ssl-config. mozilla. org/ffdhe2048. txt > /etc/ssl/dhparam/dhparam
ssl-dh-param-file /etc/ssl/dhparam/dhparam

defaults
log global
mode http
option httplog
option dontlognull
timeout connect 5s
timeout client 720s
timeout server 720s
errorfile 400 /etc/haproxy/errors/400. http
errorfile 403 /etc/haproxy/errors/403. http



errorfile 408 /etc/haproxy/errors/408. http
errorfile 500 /etc/haproxy/errors/500. http
errorfile 502 /etc/haproxy/errors/502. http
errorfile 503 /etc/haproxy/errors/503. http
errorfile 504 /etc/haproxy/errors/504. http

frontend frontend-dsi-docker-cluster
bind : 80
bind : 443 ssl crt /etc/haproxy/certs/teste. ifsp. edu. br.pem alpn h2, http/1.1
http-request redirect scheme https unless { ssl fc }
# ACL para permitir o redirecionamento da renovacao para o lets encrypt

acl letsencrypt-acl path beg /. well-known/acme-challenge/

http-response set-header Strict- Transport-Security max- age=63072000

# Redireciona para o lets encrypt quando a ACL respectiva for verdadeira
use backend letsencrypt-backend if letsencrypt-acl

default backend teste-haproxy-ifsp-cluster

backend teste-haproxy-ifsp-cluster
balance roundrobin
option forwardfor
server servidorl. ifsp. edu.br 10.10.10.1:80 check
server servidor2.ifsp. edu.br 10.10.10.2:80 check
server servidor3.ifsp. edu.br 10.10.10. 3:80 check
http-request set-header X-Forwarded-Port %[ dst port]
http-request add-header X-Forwarded-Proto https if { ssl fc }

# Backend criado para possibilitar a utilizacao do lets encrypt que por padrao tambem usa a
porta 80
backend letsencrypt-backend

server letsencrypt 127.0.0.1: 54321

listen stats
bind 10.10.10. 4: 1936
stats enable
stats hide-version
stats refresh 30s

stats show-node



stats auth username: password

stats uri /stats

Os detalhes desta configuracao referentes ao "letsencrypt-backend" sao importantes para
a renovacao automatica dos certificados, tratadas em tépico posterior.

4.2. ACME.SH

Para gerar os certificados usando o script acme.sh, use 0s seguintes comandos:

acme. sh --issue -d teste. ifsp. edu. br -w /var/www/teste

Agora para instalar os certificados nos WebServers:

Nao utilize os certificados armazenados em "~/.acme.sh/" eles sao para uso interno
somente.

4.2.1. NGINX

Primeiro criamos a pasta que ira abrigar nosso certificado:

mkdir -p /etc/nginx/acme. sh/teste. ifsp. edu. br

Em seguida instalamos o certificado:

acme. sh --install-cert -d teste. ifsp. edu. br \

--cert-file /etc/nginx/acme. sh/teste. ifsp. edu. br/cert. pem \
--key-file /etc/nginx/acme. sh/teste. ifsp. edu. br /key. pem \
--fullchain-file /etc/nginx/acme. sh/teste. ifsp. edu. br/fullchain. pem \

--reloadcmd "service apache2 force-reload"

Feito isso ja pode configurar os certificados contidos na pasta criada, adicione as seguintes linhas
na configuracao do seu VHost:

ssl certificate /etc/nginx/acme. sh/teste. ifsp. edu. br/fullchain. pem;
ssl_certificate key /etc/nginx/acme. sh/teste. ifsp. edu. br/key. pem;

ssl_trusted_certificate /etc/nginx/acme. sh/teste. ifsp. edu. br/cert. pem;

4.2.2. APACHE?2

Primeiro criamos a pasta que ira abrigar nosso certificado:



mkdir -p /etc/apache2/acme. sh/teste. ifsp. edu. br

Em seguida instalamos o certificado:

acme. sh --install-cert -d teste. ifsp. edu.br \

--cert-file /etc/apache2/acme. sh/teste. ifsp. edu. br/cert. pem \
--key-file /etc/apache2/acme. sh/teste. ifsp. edu. br /key. pem \
--fullchain-file /etc/apache2/acme. sh/teste. ifsp. edu. br/fullchain. pem \

--reloadcmd "service apache2 force-reload"

Feito isso ja pode configurar os certificados contidos na pasta criada, adicione as seguintes linhas
na configuracao do seu VHost:

SSLCertificateFile "/etc/apache2/acme. sh/teste. ifsp. edu. br/cert. pem"
SSLCertificateKeyFile " /etc/apache2/acme. sh/teste. ifsp. edu. br/key. pem"
SSLCertificateChainFile "/etc/apache2/acme. sh/teste. ifsp. edu. br/fullchain. pem"

4.2.3. HAPROXY

Os procedimentos de configuracao do HAProxy sao os mesmos adotados para o certbot, conforme
descrito acima, somente o comando para geracao do certificado serd alterado:

acme. sh --issue -d teste. ifsp. edu. br --standalone -d /pasta/de/destino --httpport 54321

4.2.4. OUTROS

Imagine um cenario hipotético onde vc tem um servidor com um software diferenciado instalado,
que hospeda um container Docker Nginx que esta ocupando a porta 80 e que precisa de um
certificado SSL instalado na pasta "/etc/nginx/conf.d/" ; vocé nao pode instalar um novo servidor
web local, nao pode alterar o Dockerfile, nem tampouco executar um novo container Docker do
Certbot ou ACME para gerar os certificados.

Bom, neste caso vocé pode contornar o problema com o comando abaixo na hora de gerar o
certificado:

Crie o seguinte script:

vi /usr/local/bin/renew. sh

Cole o seguinte conteldo no arquivo, editando as partes necessarias:

# /bin/sh

SITE=teste. ifsp. edu. br



# move to the correct let's encrypt directory

cd /etc/letsencrypt/live/$SITE

# Ajustes para Docker

docker cp /etc/letsencrypt/live/teste. ifsp. edu. br.crt nome- do-
container: /etc/nginx/conf. d/teste. ifsp. edu. br. crt

docker cp /etc/letsencrypt/live/teste. ifsp. edu. br. key nome- do-
container: /etc/nginx/conf. d/teste. ifsp. edu. br. key

docker start nome-do-container

Agora atribua permissao de execucao ao script:

chmod u+x /usr/local/bin/renew. sh

certbot certonly --standalone --pre-hook "docker stop container-na-porta-80" --post-hook

"/usr/local/bin/renew. sh" --preferred-challenges http --http-0l-port 80 -d teste. ifsp. edu. br
Este comando vai:

<--pre-
hook "docker stop container-na-porta-80>

: <--post-hook "/usr/local/bin/renew.sh">

Estes comandos também serao executados durante o processo de renovacao automatica dos
certificados, tema que sera coberto mais adiante.

5. Delecao de certificados

5.1. CertBot\Let's Encrypt

Para deletar o certificado no certbot, execute o comando abaixo:

certbot delete --cert-name teste. ifsp. edu. br

5.2. ACME.SH

acme. sh --remove -d teste. ifsp. edu. br



6. Renovacao automatica do certificado

6.1. CertBot\Let's Encrypt

O certificado gerado pelo Let's Encrypt tem validade de 3 meses, para renova-lo automaticamente,
execute os comandos abaixo:

6.1.1. Teste para ver se a renovacao dos certificados ocorrera sem
erros:

certbot renew --dry-run

Se nenhuma mensagem de erro aparecer pode prosseguir para o préximo passo.
6.1.2. Script para a criacao da regra no crond:

6.1.2.1. NGINX:

# /bin/bash

touch /etc/cron. daily/letsencrypt

chmod +x /etc/cron. daily/letsencrypt

cat > /etc/cron. daily/letsencrypt <<DELIM

# /bin/bash

/usr/bin/letsencrypt renew --renew-hook "/etc/init.d/nginx reload"

DELIM

6.1.2.2. APACHE2:

# /bin/bash

touch /etc/cron. daily/letsencrypt

chmod +x /etc/cron.daily/letsencrypt

cat > /etc/cron. daily/letsencrypt <<DELIM

# /bin/bash

/usr/bin/letsencrypt renew --renew-hook "/etc/init. d/apache2 reload"

DELIM

6.1.2.3. HAPROXY:

Primeiro, devemos criar um script que fard a mesclagem dos certificados emitidos pelo LE, o
HAproxy sé aceita certificados em Bundles:



vi /usr/local/bin/renew. sh
# /bin/sh
SITE=teste. ifsp. edu. br

# move to the correct let's encrypt directory

cd /etc/letsencrypt/live/$SITE

# cat files to make combined .pem for haproxy

cat fullchain. pem privkey. pem > /etc/haproxy/certs/$SITE. pem

# reload haproxy

service haproxy reload

chmod u+x /usr/local/bin/renew. sh

Agora devemos alterar a porta do mini servidor web do certbot para utilizar outra porta que nao
seja a 80, evitando o conflito com o HAproxy:

vi /etc/letsencrypt/renewal/teste. ifsp. edu. br. conf

# Altere este linha
http0l port = 54321

Agora vamos agendar a renovagao com o cron:

crontab -e

30 2 * * * Jusr/bin/certbot renew --post-hook "/usr/local/bin/renew. sh" >> /var/log/le-

renewal. log

6.2. ACME.SH

Os certificados emitidos pelo acme.sh sao renovados automaticamente a cada 60 dias e nao
necessitam de intervencao ou configuracao extra.

7.0 Dicas

7.1 Verificar conteddo dos certificados emitidos



Para verificar o contelddo do certificado e suas datas de expiracao e criacao, basta utilizar o
comando:

openssl x509 -in /etc/letsencrypt/live/teste. ifsp. edu. br/cert. pem -text -noout



